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1 POLICY
1.01 The organization and its employees will take all reasonable steps to maintain
the confidentiality of all confidential organizational and personal information.
1.02 The organization and its employees will respect and protect the privacy of
personal information by complying with the 10 privacy principles required by
the Personal Information Protection and Electronic Documents Act (PIPEDA),
as follows:
(@) Accountability
(b) Identifying purpose
(c) Consent
(d) Limiting collection
(e) Limiting use, disclosure and retention
() Accuracy
(g) Safeguards
(h) Openness
() Individual access
() Challenging compliance
1.03 The organization will maintain a privacy policy for distribution to members,
donors, clients and other interested parties, and will post this policy on its
website. The policy will include references to:
(@) Restrictions placed on that disclosure.
(b) Time limits for holding personal information collected and the commitment
to destroying unneeded information.
(c) The process by which individuals may access their personal information.
1.04 The organization will maintain high standards of physical and electronic
security wherever personal information is being handled.
1.05 The organization‘s Privacy Officer is:

Jolanta Linde
416 621 3820 ext. 222

All requests for access to personal information and all contact with the Privacy
Commissioner of Canada will go through the Privacy Officer.
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1.06 Employees have a right to understand, access and correct their personal
information. Employee personal information collected, used or disclosed will be
subject to the same care and conditions as outlined for other personal
information.

1.07 The organization will collect from donors only that personal information for
which it has obtained consent.

1.08 The organization will use personal information only for those purposes for
which consent has been obtained.

1.09 The organization will maintain its store of personal donor information in a
secure fashion.

1.10 The organization will not sell or trade information regarding a donor.

2 PURPOSE

2.01 This Statement of Policy and Procedure outlines the organization’s compliance
with privacy legislation, principles and practice.

3 SCOPE

3.01 This policy applies to all organization personnel.

3.02 Compliance with the principles outlined in this policy shall be treated as
essential for contract compliance with suppliers, consultants and other
contracted organizations.

4 RESPONSIBILITY

4.01 It is the responsibility of every employee to ensure that privacy of personal
information in protected and respected.

4.02 It is the responsibility of the Privacy Officer to:

(a) Develop and maintain both internal and external privacy policies.
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(b) Ensure that systems and processes are in place to support the policies.
(c) Actas an expert resource on privacy within the organization.
(d) Act as a point of contact on privacy issues.

5 DEFINITIONS

5.01 “Cookies” refer to information stored on a computer hard drive in the course of
accessing information from the Internet that tracks information about the
individual’s browsing history and use of the Internet.

5.02 “Personal information” refers to all information related to a unique individual
including name and contact information, identification numbers or codes and
sensitive personal information.

5.03 “PIPEDA” is the Personal Information Protection and Electronics Document
Act, the federal law governing the commercial collection, use and disclosure of
personal information.

6 REFERENCES and RELATED STATEMENTS of POLICY and PROCEDURE
SPP NP 1.04 — Records Retention
SPP NP 1.05 — Legal and Regulatory
SPP NP 1.07 — Information Technology
SPP NP 2.05 — Risk Management
SPP NP 6.03 — Donor Relations and Fund Development
Financing and Accounting PolicyPro
SPP GV 1.01 - Board Structure and Mandate
SPP GV 1.10 - Ethics and Business Conduct

7 PROCEDURES

7.01 All employees will protect and respect confidential and personal information by:

(a) Taking all reasonable steps to secure and protect the information, as
follows:

(i)  Electronic records of personal information will be subject to limited
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access by authorized personnel in the performance of their duties.
(i)  Printed records of personal information, when they are not under the
control of authorized personnel, will be kept in a secure location.
(b) Disclosing to individuals that personal information is being collected and
directing them to the Privacy policy.
(c) Destroying the information when it is no longer required. Personal
information will be destroyed two years after it is no longer required.
7.02 Appointment and Responsibilities of the Privacy Officer

The Board President will appoint a Privacy Officer for the organization whose
name and contact information will be publicly available as the point of contact
for all inquiries or issues related to privacy of personal information.

The Privacy Officer is responsible for:

(@)
(b)
(c)
(d)
(e)
(f)

9
(h)

Development and maintenance of the organization’s privacy policies both
for the public and for employee records.

Thorough review of the organization’s collection, use and disclosure of
personal information to ensure that only required information is dealt with.

Communication of the Privacy policy for the public to the public and to all
employees, including necessary employee training.

Communication of the Privacy policy for employee information to all
employees, including necessary management training.

Acting as an expert resource for the organization on matters relating to
privacy of personal information.

Ensuring that the organization’s systems and procedures meet all legal
compliance requirements and also a standard of excellence for respect of
personal information.

Documenting and analyzing all complaints regarding the use, retention or
disclosure of personal information.

Instituting changes to the policy and related procedures he or she deems
necessary in order to respect the principles of this policy.

7.03 Detailed Guidelines
(a) Personal information may be collected without knowledge or consent only
in the following circumstances:
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() Inthe event of an emergency that threatens the life, health or
security of an individual.

(i)  If there are reasonable grounds to believe that the information could
be useful to investigate the contravention of a law.

(i) The collection is in the interest of the individual and consent cannot
be obtained in a timely way.

(iv) The collection of the information with the individual’s knowledge or
consent would compromise the availability or accuracy of the
information and the collection is required to investigate the
contravention of a law.

(v) The information is publicly available.

(b) Personal information may be disclosed without knowledge or consent
only in the following circumstances:

() Inthe event of an emergency that threatens the life, health or
security of an individual.

(i)  To alawyer representing the organization.

(i) To collect a debt owed to the organization by the individual.

(iv) To agovernment institution that has indicated disclosure is required
on a matter relating to national security or the conduct of
international affairs.

(v) The information is publicly available.

(vi) If required by law.

(vii) For other circumstances listed in subsection 7(3) of PIPEDA.

(c) Requests from an individual to provide information about their personal
information being collected, used or disclosed by the organization will be
answered within 20 days. No fee will be charged for this service.

(d) If an individual withdraws consent for the use of personal information, the

Privacy Officer will take all necessary steps to cease the organization’s
use of the information within 30 days.
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